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in the demand filed with the International preliminary Examining Authority on: 

16 February 2000 (16.02.0^ 

I I in a notice effecting later election filed with the International Bureau on: 



2. The election | X [ was 

I I was not 

made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 



The Intemationat Bureau of WlPO 
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Date of mailing (day/month/year) 
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Applicant's or agent's file reference 
GFS0007 


IMPORTANT NOTIFICATION 


International application No. 
PCT/JP99/01350 


International filing date (day/month/year) 

18 March 1999(18.03.99) 



1. The following indications appeared on record concerning: 

X the applicant X the inventor the agent the comnnon representative 


Name and Address 

YASUKURA, Yutaka 

15-22, Katsutadai-minami 2-chome 

Yachiyo-shi 

Chiba 276-0025 

Japan 


State of Nationality 
JP 


State of Residence 
JP 


Telephone No. 

81-474-86-5589 


Facsimile No. 

81-474-84-5670 


Teleprinter No. 


2. The International Bureau hereby notifies the applicant that the following change has been recorded concerning: 
1 1 the person the name X the address the nationality |^ the residence 


Name and Address 

YASUKURA, Yutaka 
11-13-506, Hatagaya 1-chome 
Shibuya-ku,Tokyo-to 151-0072 
Japan 


State of Nationality 
JP 


State of Residence 
JP 


Telephone No. 

81-474-86-5589 


Facsimile No. 

81-474-84-5670 


Teleprinter No. 


3. Further observations, if necessary: 


4. A copy of this notification has been sent to: 
[ X| the receiving Office the designated Offices concerned 
1 1 the International Searching Authority []x] the elected Offices concerned 
1 [ the International Preliminary Examining Authority | | other: 



The International Bureau of WlPO 


Authorized officer 




34, chemin des Colombettes 


Y. KUWAHARA 


1211 Geneva 20, Switzerland 




Facsimile No.: (41-22) 740.14.35 


Telephone No.: (41-22) 338.83.38 
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Applicant's or agent's file reference 
GFS0007 


D 17TTDTXI i-TTriM SeeNotificationofTransmittaloflntemational Preliminary 
FOR FURTHER ACTION Examination Report (Form PCT/IPEA/4 1 6) 


International application No. 


International filing date (day/month/year) 


Priority date (day/month/year) 


PCT/JP99/01350 


18 March 1999(18.03.99) 


28 January 1999 (28.01.99) 


International Patent Classification (IPC) or national classification and IPC 




G09C 1/04, 1/00, H04L9/32 






Applicant 


Y ASUKURA, Yutaka 





1, This international preliminary examination report has been prepared by this Internationa! Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 



This REPORT consists of a total of , 



. sheets, including this cover sheet. 



r~| This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings which have 
' — ' been amended and are the basis for this report and/or sheets containing rectifications made before this Authority (see 



Rule 70. 1 6 and Section 607 of the Administrative Instructions under the PCT). 
These annexes consist of a total of sheets. 



3. This report contains indications relating to the following items: 



I 
II 
III 
IV 
V 

VI 
VII 
VIII 



□ 
□ 
□ 



□ 
□ 



Basis of the report 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and Indusfnal applicability 
Lack of unity of invention 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 



Date of submission of the demand 

16 February 2O0O (16.02.00) 


Date of completion of this report 

14 November 2000 (14.1 1 .2000) 


Name and mailing address of the IPEA/JP 
Facsimile No. 


Authorized officer 
Telephone No. 



Fomi PCT/IPEA/409 (cover sheet) (July 1998) 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



ational application No. 

PCT/JP99/01350 



I. Basis of the report 



1. With regard to the elements of the international application:* 
[ I the international application as originally filed 

the description: 

pages 1,3-5,8-18 

pages 

pages 



, as originally filed 

, filed with the demand 



2,6,7.19,20 



the claims: 

pages 

pages 

pages 

pages 



3,5,6,11 



filed with the letter of 12 July 2000(12.07.2000) 



> as originally filed 



, as amended (together with any statement under Article 1 9 

, filed with the demand 



1,4,7,10 



filed with the letter of 12 July 2000 (12.07.2000) 



the drawings: 

pages 

pages 

pages 



I-ll 



, as originally filed 

, filed with the demand 



filed with the letter of 



I I the sequence listing part of the description: 

pages 

pages 

pages 



, as originally filed 



filed with the demand 



filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the language in which 
the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule 23. 1(b)). 

the language of publication of the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination (under Rule 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international 
preliminary exami gatio n. was canied out on the basis of th^jequence listing: 

contained in the international application in written form, 
filed together with the international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readable form. 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the ^ 
international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence listing has 
been furnished. 

The amendments have resulted in the cancellation of: 

I I the description, pages 

^ the claims, Nos. 8.9.12.13 

I I the drawings, sheets/fig 



□ 
□ 
□ 
□ 
□ 

□ 



2 j I This report has been established as if (some of) the amendments had not been made, since they have been considered to go 
' — ' beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to 
in this report as "originally filed*' and are not annexed to this report since they do not contain amendments (Rule 70.16 
and 70.17). 

** Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



ational application No. 

PCT/JP99/01350 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. Statement 

Novelty (N) Claims 1-7,10,11 YES 

Claims NO 

Inventive step (IS) Claims YES 

Claims 1-7,10,11 NO 

Industrial applicability (lA) Claims 1 -7, 1 0, 11 YES 

Claims NO 



2. Citations and explanations 
Claims 1 to 5, 10, 11 



Document 1 [JP, 61-107375, A (Fujitsu Ltd.), 26 May 1986 (26.05.86). full text. Figs. 1 to 4] describes a method for 
securing safety of electronic information wherein an input data is divided into a plurality of blocks, block 
transposition is conducted by a random transposition table and element transposition is conducted by an element 
transposition table, and each divided block is merged, resulting in an encrypted text including all elements; and 
through the exact reverse of this processing decryption is conducted. In light of the fact that in this method each 
table is created from random data based on a key table, it would be obvious to a party skilled in the art that this table 
corresponds to a type of section key required for encryption or decryption. 

Document 2 [JP, 60-247683, A (Mitsubishi Electric Corp.), 7 December 1985 (07.12.85), page 1, lower right 
» column, line 2 to page 2, upper left column, line 9, Figs. 1 to 3] describes art wherein an original information array 
is divided into a plurality of encrypted information pieces and dispersed and stored with the key therefor. 

It would be obvious to a party skilled in the art, in order to eliminate harm from a third party with bad intentions, to 
adopt the art described in document 2 as the encrypted data and key storage method in the method for securing 
safety of electronic information described in document 1 . 

Claims 6, 7 

Document 3 [JP, 63-225840, A (Yokogawa-Hewlett Packard, Ltd.), 20 September 1988 (20.09.88), page 2, lower 
I left column, line 19 to page 3, lower right column, line 1, Figs. 1 to 6] describes art for guaranteeing the originality 
of a message by making the global MAC message authentication code for the entire information comprising a 
plurality of blocks computable by merging the block MACs calculated for each MAC. 

Document 4 [JP, 3-151738, A (Hitachi Ltd.), 27 June 1991 (27.06.91), page 4, upper left column, lines 14 to 20, 
* page 4, lower right column, line 15 to page 5 upper right column, line 10, Figs. 1 to 9] describes art for guaranteeing 
the originality of data by making verifiable alteration of file contents through the division of file data and the logical 
computation of compressed text created for the divided pieces of file data. 

It would be obvious to a party skilled in the art, in order to eliminate harm from a third party with bad intentions, to 
adopt, while giving consideration to the well-known art described in documents 3 and 4, the art described in 
document 2 as the encrypted data and key storage method in the method for securing safety of electronic information 
described in document 1 . 
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national application No. 

INTERNATIONAL PRELIMINARY EXAMINATION REPORT I PCT/JP99/01 350 



J_ 



VIII. Certain observations on the international application 



The following observations on the clarity of the claims, description, and drawings or on the question whether the claims are fully 
supported by the description, are made: 

The inventions described in the claims is understood to define art whereby, through the storage of a very small 
portion of transmitted electronic information, proof is made for the whole said electronic information. However, it 
currently has not been mathematically proven that, just by considering a very small portion of electronic 
information, the authenticity (for example, that the information has not been tampered with) can be proven with 
certainty, nor does the specification offer such proof. 



Therefore, the specification does not sufficiently support the notion that the inventions of this application possess the 
technological concept of using only a very small portion of electronic data as a means to confirm the authenticity of 
the electronic data. 
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OF A CHANGE 

(PCT Rule92bis.l and 
Administrative Instructions, Section 422) 


To: 

SEKI, Masaharu 

Seki Patent Office 

Saiwai building 4th floor 

4, Gobancho 

Chiyoda-ku 

Tokyo 102-0076 

JAPON 


Date of mailing (day/month/year) 
09 April 2001 (09.04.01) 


Applicant's or agent* s file reference 
GFS0007 


IMPORTANT NOTIFICATION 


International application No. 
PCT/JP99/01350 


International filing date (day/month/year) 
18 March 1999(18.03.99) 



1- The following indications appeared on record concerning: 

the inventor | | the agent 



the applicant 



X 



□ 



the connmon representative 



Name and Address 

YASUKURA, Yutaka 

15-22, Katsutadai-minami 2-chome 

Yachiyo-shi 

Chiba 276-0025 

Japan 


State of Nationality 
JP 


State of Residence 
JP 


Telephone No. 

81-474-86-5589 


Facsimile No. 

81-474-84-5670 


Teleprinter No. 


2. The International Bureau hereby notifies the applicant that the following change has been recorded concerning: 
1 1 the person [ | the name X the address [ [ the nationality | | the residence 


Name and Address 

YASUKURA, Yutaka 
11-13-506, Hatagaya 1-chonne 
Shibuya-ku, Tokyo-to 151-0072 
Japan 


State of Nationality 
JP 


State of Residence 
JP 


Telephone No. 

81-474-86-5589 


Facsimile No. 

81-474-84-5670 


Teleprinter No. 



3- Further observations, if necessary: 



4. A copy of this notification has been sent to: 
I X I the receiving Office 
I I the International Searching Authority 
I I the International Preliminary Examining Authority 



I I the designated Offices concerned 
I X I the elected Offices concerned 
I I other: 



The International Bureau of WlPO 
34, chemin des Colombettes 
1211 Geneva 20. Switzerland 



Facsimile No.: (41-22) 740.14.35 



Authorized officer 

Y. KUW. 
Telephone No.: (41-22) 338.83.38 
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(Translation o£ bhe Flx'st: Amendment filed on 16.02.00) 

WRITTEN AMENDMENT 

(Amendment under the Provision of Patent Law Section) 

To: Commissioner of the Patent Office 

1. Indication of International Application: 

PCT/JP99/01350 

2 . Patent Applicant 

Name: YASUKURA Yutaka 

Mail Address: 15-22, Kat sutadai-minami 2-chome, 

Yachiyo-shi, Chiba-ken, 276-002 JAPAN 
Nationality : Japan 
Adress: Japan 

3 . Agent 

Name: SEKI Masaharu, Patent Attorney (10434) 
Mail Address: Seki Patent Office 
Saiwai bldg. 4 Fl . 

A, Gobancho, Chiyoda-ku, Tokyo 102-0076 
Japan 

4. Item to be Amended: Claims 

5. Contents of the Amendment: As recited in the separate 

sheets . 

1 




(1) Claims 1, 2 and 12 are amended while the other claims 
are maintained. 

6. List of Annexed Documents: claims one copy 



2 



Claims : 

1. (As amended) A security assurance method for 
electronic information, characterized in that an 
electronic information file is divided into a plurality 
of information elements; the divided information elements 
are selected and combined with their order changed to 
produce two or more information blocks in which all of 
the information elements are included if all of the 
information blocks are integrated; division extraction 
data in which division information of said information 
elements and formation information of the information 
blocks are recorded is produced; said information blocks 
and the division extraction data are stored or 
transmitted separately so that all of the information may 
not gather at a time; and when said electronic 
information is to be utilized, all of said information 
blocks and the division extraction data are collected and 
said information blocks are re-divided into the original 
information elements, re-arranged in the correct order 
and integrated based on said division extraction data to 
restore the original electronic information file. 

2. (As amended) A security assurance method for 
electronic information according to claim 1, 
characterized in that said division extraction data is 




stored or transmitted separately by different means from 
that with which said information blocks are stored or 
transmitted . 

3. A security assurance method for electronic information 
according to claim 1, characterized in that said division 
extraction data relating to said information elements is 
annexed for each of said information elements. 

4. A security assurance method for electronic information 
according to any one of claims 1 to 3 , characterized in 
that said information blocks and the division extraction 
data are stored into an external storage apparatus to 
keep the electronic information in said external storage 
apparatus in security. 

5. A security assurance method for electronic information 
according to any one of claims 1 to 3 , characterized in 
that a plurality of said information blocks are formed, 
and said blocks are transmitted in a separate state from 
each other to a recipient together with said division 
extraction data. 

6. A security assurance method for electronic information 
according to claim 5, characterized in that said division 
extraction data includes data for confirmation of the 
originality of said electronic information file. 

7. A security assurance method for electronic information 

4 



according to any one of claims 1 to 6 , characterized in 
that an information element selected from among said 
information elements is included commonly into a 
plurality of information blocks, and when the information 
elements are integrated, the identity of said information 
elements included commonly in an overlapping relationship 
in the different information blocks is verified to 
confirm the security of the information. 

8. A security assurance method for electronic information 
according to any one of claims 5 to 7 , characterized in 
that further the original of the electronic information 

to be transmitted is stored; the electronic information 
restored by the recipient side is sent back; and the 
electronic information is verified with said original of 
the electronic information to confirm the identity. 

9. A security assurance method for electronic information 
according to any one of claims 5 to 7 , characterized in 
that further the original of the electronic information 

to be transmitted is stored; the information blocks 
received by the recipient side are sent back; and the 
information blocks are verified with said original of the 
electronic information to confirm the identity. 

10. A security assurance method for electronic 
information according to any one of claims 5 to 9 , 
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characterized in that at least one of said information 
blocks and said division extraction data is transmitted 
to the recipient by second transmission means different 
from the transmission means for the other electronic 
information . 

11. A security assurance method for electronic 
information according to claim 10, characterized in that' 
a transfer station is interposed in said transmission 
means or said second transmission means, and a block of 
the information to be sent by said transmission means is 
accommodated into an information package together with 
destination information and sent to said transfer station, 
which in turn transfers the information block to said 
recipient based on said destination information. 

12. (As amended) A security assurance method for 
electronic information according to claim 11, 
characterized in that said transfer station keeps said 
information block until a request of said recipient is 
received . 

13. A security assurance method for electronic 
information according to any one of claims 1 to 12, 
characterized in that said information blocks obtained by 
the division of the electronic information file are 
possessed divisionally by a certification station and 
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parties concerned, and when said electronic information 
is to be used, all of said information blocks are 
collected from said certification station and said 
parties concerned and integrated to restore the original 
electronic information , 
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(Translation of the Reply filed on 12.07.00) 

WRITTEN REPLY 

To: Shigenori AOKI , Examiner of the Patent Office 

1. Indication of International Application: 

PCT/JP99/01350 

2 . Patent Applicant 

Name: YASUKURA Yutaka 

Mail Address: 15-22, Katsutadai-minami 2-chome, 

Yachiyo-shi, Chiba-ken, 276-002 JAPAN 
Nationality: Japan 
Adress : Japan 

3 . Agent 

Name: SEKI Masaharu, Patent Attorney (10434) 
Mail Address: Seki Patent Office 
Saiwai bldg. 4 Fl . 

4, Gobancho, Chiyoda-ku, Tokyo 102-0076 
Japan 

4. Date of Notification: May 23, 2000 

5 . Contents of the Answer 

(1) It is alleged in the PCT opinion forwarded May 
23, 2000 that the present application lacks in inventive 
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step. The Applicant submits an Amendment in which the 
specification and the claims are amended. 

The amendment to the specification is made in 
connection with the amendment to the claims to make the 
description of the Disclosure of the Invention consistent 
with the invention as set forth in the amended claims, 
but does not alter the contents of the application as 
filed. 

(2) Claim 1 as amended is based on Claim 13 before 
the amendment and defines a security assurance method for 
electronic information wherein a certification station is 
interposed to allow confirmation of the genuineness of 
electronic information. Although the certification 
station stores only part of electronic information, the 
genuineness of electronic information possessed by the 
parties concerned can be confirmed with certainty by the 
method of division and distribution of electronic 
information of the present invention. The amendment is 
made to represent the matters more definitely. 

It is to be noted that, in order to make the 
present invention more definite, it is recited clearly 
that information blocks in the present invention are such 
that, ''if all of the information blocks are not 
integrated, then all of the information elements are not 

2 



included" . 

By applying to the certification station the 
technique of preventing all electronic information from 
being present at a time in one storage medium or in one 
transmission path in accordance with the present 
invention, transmission and storage of electronic 
information can be performed in security and the load to 
the certification station can be reduced significantly. 
Consequently, administration of the certification station 
with high reliability can be performed economically. 
Further, information blocks to be integrated do not allow 
restoration of the entire information in its complete 
form even if one of them misses, and by using such a 
division and integration method as just described, the 
genuineness of an owner of electronic information is 
confirmed, for example, in such a case that contents are 
transmitted for on-line sales or electronic information 
possessed by the parties concerned with a contract is 
confirmed . 

On the other hand, the documents cited in the 
international search report and the PCT opinion in the 
international preliminary examination neither teach nor 
suggest a certification station which utilizes the 
technique of making it possible to certify the entire 

3 




contents of electronic information to be transmitted by- 
storing only a very small part of the electronic 
information. Also, none of the cited documents discloses 
the technical idea that a very small part of data is 
reserved and used as means for confirmation of the 
genuineness of the electronic information. 

Accordingly, the invention as set forth in claim 1 
as amended has the inventive step. Further, since claims 
2, 3, 4, 5, 6, 7, 10 and 11 after the amendment depend 
from claim 1, the invention as set forth in those claims 
has the novelty, the inventive step and the industrial 
applicability . 

6 . List of Annexed Documents 
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(Translation of the Second Amendment filed on 12.07.00) 

WRITTEN AMENDMENT 

(Amendment under the provision of Patent Law Section) 

To: Commissioner of the Patent Office 

1. Indication of International Application: 

PCT/ JP99/01350 

2 . Patent Applicant 

Name: YASUKURA Yutaka 

Mail Address: 15-22, Katsutadai-minami 2-chome, 

Yachiyo-shi, Chiba-ken, 276-002 JAPAN 
Nationality : Japan 
Adress : Japan 

3 . Agent 

Name: SEKI Masaharu, Patent Attorney (10434) 
Mail Address: Seki Patent Office 
Saiwai bldg. 4 Fl . 

4, Gobancho, Chiyoda-ku, Tokyo 102-0076 
Japan 

4. Items to be Amended: Specification and Claims 

5. Contents of the Amendment: 

(1) In the specification, page 2, lines 17-26 (note: page 
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4, line 11 to page 5, line 6 in the English text), "'A 
security assurance method ••• information file." is amended 
to ''A security assurance method for electronic 
information of the present invention is characterized in 
that an electronic information file is divided into a 
plurality of information elements, and the divided 
information elements are selected and combined with their 
order changed to produce one or more information blocks . 
The information blocks are produced such that, if all of 
the information blocks are not integrated, then all of 
the information elements are not included. Further, 
division extraction data in which division information of 
the information elements and formation information of the 
information blocks are recorded is produced, and part of 
the information blocks and the division extraction data 
is transmitted to and stored into a certification station, 
Meanwhile, the other parts are stored or transmitted 
separately. Then, when the genuineness of the electronic 
information is to be confirmed, all of the information 
blocks and the division extraction data including the 
part stored in the certification station are collected 
and the information blocks are re-divided into the 
original information elements, re-arranged in the correct 
order and integrated based on the division extraction 



data to restore the original electronic information file. 

According to the security assurance method for 
electronic information of the present invention^ part of 
information is deposited to the certification station and, 
when the original information is required, the 
information block in hand and the information block owned 
by the other party as well as the information block 
deposited to the certification station are joined to 
restore the information- Accordingly, even if one of the 
parties concerned and the certification station alters 
its information, the fact of the alteration is found 
clearly, and since the information stored by the 
certification station is not the entire information but 
part of the information, the information capacity 
required for the certification station may be small. 
Further, since the function of authenticating the 
security of information is divided into the three parties, 
it is an advantage in administration of the certification 
station that the burden on the certification station is 
light . " 

(2) In the specification, page 6, line 18 to page 7, line 
2 (note: page 13, line 22 to page 15, line 4 in the 

English text), delete "Further, also where station is 
light . " 



(3) In Claim 1, amend "to produce two or more information 
blocks in which all of the information elements are 
included if all of the information blocks are integrated" 
to '^to produce two or more information blocks such that, 
if all of the information blocks are not integrated, then 
all of the information elements are not included ""' , and 
amend ''said information blocks and the division 
extraction data are stored or transmitted separately so 
that all of the information may not gather at a time; and 
when said electronic information is to be utilized, all 
of said information blocks and the division extraction 
data are collected" to "said information blocks and the 
division extraction data are separated so that all of the 
information may not gather at a time; at least one of 
said information blocks and the division extraction data 
separated is transmitted to and stored into a 
certification station while the others are stored or 
transmitted separately; and when the genuineness of said 
electronic information is to be confirmed , all of the 
information blocks and the division extraction data 
including that stored in the certification station are 
collected" . 

(4) In Claim 4, amend "are stored into an external 
storage apparatus to keep the electronic information in 




said external storage apparatus in security.'' to ''are 
stored into an external storage apparatus, and said 
external storage apparatus is disconnected from the 
system to keep the electronic information in security 
therein . " 

(5) In Claim 7, amend ''an information element selected" 
to " one or more index information elements selected", and 
amend "the identity of said information elements" to "the 
identity of the index information elements". 

(6) ' In Claim 10, amend "claims 5 to 9" to "claims 5 to T 

(7) Delete claims 8, 9, 12 and 13, 

6. List of the Annexed Documents 

Specification page 2, page 2/1 (note: page 4, page 
5, page 5/1 in the English text) 

Claims page 19, page 20 (note: page 44, page 45, 
page 46, page 47 in the English text) 
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to provide a technique of assuring the security of 
electronic information by working electronic information 
to be stored or transmitted so that, even if the 
electronic information stored or being transmitted is 
stolen, it cannot be utilized thereby to decrease the 
value of the information and to provide a method of 
assuring the genuineness of information which a user has 
extracted or received to restore. 

Disclosure of the Invention 

A security assurance method for electronic 
information of the present invention is characterized in 
that an electronic information file is divided into a 
plurality of information elements, and the divided 
information elements are selected and combined with their 
order changed to produce one or more information blocks. 
The information blocks are produced such that, if all of 
the information blocks are not integrated, then all of 
the information elements are not included. Further, 
division extraction data in which division information of 
the information elements and formation information of the 
information blocks are recorded is produced, and part of 
the information blocks and the division extraction data 
is transmitted to and stored into a certification station. 
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Meanwhile, the other parts are stored or transmitted 
separately. Then, when the genuineness of the electronic 
information is to be confirmed, all of the information 
blocks and the division extraction data including the 
part stored in the certification station are collected 
and the information blocks are re -divided into the 
original information elements, re-arranged in the correct 
order and integrated based on the division extraction 
data to restore the original electronic information file. 

According to the security assurance method for 
electronic information of the present invention, part of 
information is deposited to the certification station and, 
when the original information is required, the 
information block in hand and the information block owned 
by the other party as well as the information block 
deposited to the certification station are joined to 
restore the information. Accordingly, even if one of the 
parties concerned and the certification station alters 
its information, the fact of the alteration is found 
clearly, and since the information stored by the 
certification station is not the entire information but 
part of the information, the information capacity 
required for the certification station may be small . 
Further, since the function of authenticating the 
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security of information is divided into the three parties, 
it is an advantage in administration of the certification 
station that the burden on the certification station is 
light. 

It is to be noted that the division extraction data 
may be stored or transmitted separately, and the division 
extraction data relating to the information elements may 
be produced and annexed for each of the information 
elements . 
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Claims: 

1. (As amended) A security assurance method for 
electronic information, characterized in that an 
electronic information file is divided into a plurality 
of information elements; the divided information elements 
are selected and combined with their order changed to 
produce two or more information blocks such that, if all 
of the information blocks are not integrated, then all of 
the information elements are not included; division 
extraction data in which division information of said 
information elements and formation information of the 
information blocks are recorded is produced; said 
information blocks and the division extraction data are 
separated so that all of the information may not gather 
at a time; at least one of said information blocks and 
the division extraction data separated is transmitted to 
and stored into a certification station while the others 
are stored or transmitted separately; and when the 
genuineness of said electronic information is to be 
confirmed, all of the information blocks and the division 
extraction data including that stored in the 
certification station are collected and said information 
blocks are re-divided into the original information 
elements, re-arranged in the correct order and integrated 
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based on said division extraction data to restore the 
original electronic information file. 

2. A security assurance method for electronic information 
according to claim 1, characterized in that said division 
extraction data is stored or transmitted separately by 
different means from that with which said information 
blocks are stored or transmitted. 

3. A security assurance method for electronic information 
according to claim 1, characterized in that said division 
extraction data relating to said information elements is 
annexed for each of said information elements. 

4. (As amended) A security assurance method for 
electronic information according to any one of claims 1 
to 3, characterized in that said information blocks and 
the division extraction data are stored into an external 
storage apparatus, and said external storage apparatus is 
disconnected from the system to keep the electronic 
information in security therein. 

5. A security assurance method for electronic information 
according to any one of claims 1 to 3 , characterized in 
that a plurality of said information blocks are formed, 
and said blocks are transmitted in a separate state from 
each other to a recipient together with said division 
extraction data, 

10 



6. A security assurance method for electronic information 
according to claim 5, characterized in that said division 
extraction data includes data for confirmation of the 
originality of said electronic information file. 

7 . (As amended) A security assurance method for 
electronic information according to any one of claims 1 
to 6, characterized in that one or more index information 
elements selected from among said information elements is 
included commonly into a plurality of information blocks, 
and when the information elements are integrated, the 
identity of the index information elements included 
commonly in an overlapping relationship in the different 
information blocks is verified to confirm the security of 
the information, 

8 . (Deleted) . 

9 . (Deleted) . 

10. (As amended) A security assurance method for 
electronic information according to any one of claims 5 
to 7, characterized in that at least one of said 
information blocks and said division extraction data is 
transmitted to the recipient by second transmission means 
different from the transmission means for the other 
electronic information . 

11. A security assurance method for electronic 



information according to claim 10, characterized in that 
a transfer station is interposed in said transmission 
means or said second transmission means, and a block of 
the information to be sent by said transmission means is 
accommodated into an information package together with 
destination information and sent to said transfer station, 
which in turn transfers the information block to said 
recipient based on said destination information. 

12 . (Deleted) . 

13 . (Deleted) . 
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(57) Abstract 

A method for securing safety of electronic information, in which an electronic information file (1) is divided into information 
elements (2). the information elements are combined in a different order to produce one or more information blocks (3), information element 
division/extraction data is generated to produce an information block and store or transmit it. the information blocks (3) are divided into 
information elements (4) again based on the division/extraction data when the electronic information is used, the information elements (4) 
are arranged in the conrect order and integrated to restore the original electronic information file (5). thus resulting in diminishing the value 
of the information not to be used even if the electronic information stored or being transmitted is stolen. 
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